The Mendip School

Computing Key Stage 4 Digital Functional Skills. Level 3
Level 3

Skills area: Using devices and handling information
Know the main features and uses of different types of device.

. Types of devices: Desktop, Laptop, Mobile devices, Smart devices
. Connectivity: Wired, Wireless (WiFi, Bluetooth)

o Features of a device:

Input (keyboard, touchscreen, mouse, mousepad, scanner, microphone,
camera)

Output (monitor/screen, speaker, printer, camera)

Uses:

e Communicating (phone or video call, email, social media).
e Creating and editing (documents and presentations)
e Media: images, text, video, audio, stream, livestream
o Lifestyle: entertainment, games, health and fitness, social media
e Online transactions: services, financial
Know what an application is and the main types of application software.
e Applications for desktops, laptops and mobile devices: email, web browsers, social media, presentation software etc.
Apply system settings.
e Display, Sound, WiFi, Accessibility, Time and language
Navigate online content to locate required information.
e Menus, Hyperlinks, Browser navigation controls, Search criteria, key words
Carry out searches on the internet.
e Searching for specific and clearly defined content: Information, Images, Videos / video links
Use files to read and store information.
e Creating, Opening, Reading, information, Editing, Saving
Use files and folders to organise and retrieve information.
e File and folders: Locate and select, Rename file, Download
e Storage: Local (hard drive), Remote
Know when there is a problem with a device or software and know the difference between system errors and user errors.
e System errors: Device crashing or freezing, Slow response, Not connected to internet
e User errors: Using incorrect login details, Incorrectly connecting hardware, Unable to hear sound
Apply a solution to a simple technical problem.
e Technical problems:




e Unable to open afile

e Unable to hear sound

e Unable to print, failed login

e Device crashes/freezes

e Nointernet connection
Solutions to correct system/user errors:

e Restart/reboot

e Check file name/location

e Check sound levels

e Check paper supply

e Check login details

e Check internet connection

Skills area: Creating and editing
Use a suitable application to enter, edit and format text.
e Know the purpose of, and be able to use, suitable applications:
e Word processing (poster, flyer, information sheet/leaflet, menu, invitation).
e Presentation (slide show to display information and images).
Enter and edit text including numbers:
e Enter, Edit, Select, Copy, Cut, Paste, Currency, Date/time
e Format text including numbers:
e Font style (bold, underline, italics)
e Fontsize and colour.
e Alignment (left, right, centre, justified)
e Bullets and numbered lists
Use a suitable application to enter, edit and format graphics.
e Enter, edit and format graphics using suitable features within applications
e Format graphics: position and size
Combine different types of information for a given purpose.
Types of information: Text including numbers, graphics (image, diagram, photograph)
Combine information for a given purpose in a range of work or real-life contexts:
e Advertisement/poster/flyer
e Information sheet/leaflet
e Menu
e Invitation
e Presentation (slide show, insert new slide, slide background, slide design, slide
e Animation.




Capture digital media and view in a suitable application.
e Digital media: Image, Video
e Methods to capture images: Screenshot, Download, Camera on a device
e Methods to capture video: Download, Camera on a device

Skills area: Communicating
Create and edit details in a contacts list.

e Create new contact.

e Edit existing contact.

Compose and reply to online communications comprising text and other digital
content to individual and multiple recipients.

e Email: New, To, Subject, Reply, Reply to all, Message, Greeting, Close, Send,

e Attachment(s): Document, Image, Video
Initiate and participate in a video call. A video call refers to a onetoone communication via live video.

e Initiate a video call, Join/accept a video call, Mute/unmute, Camera on/off, Messaging, Adding background / background effect
Know what is meant by a digital footprint, understand the implications of a digital footprint, and know the range of digital activities that leave a digital footprint.
Range of activities leaving a digital footprint:

e Social media activity (profiles, uploaded photos, posts, messages, replies, blogs, online reviews)

e Web searches and browsing history

e Emails
Positive implications:

e Visibility of positive online activities and social media profile to a wider audience including employers

e Personalised advertising
Negative implications

e Reduces privacy

e Reduces security of information/data

e Compromises safety of individuals by personal information being available

e Visibility of negative online activities and social media profile to a wider audience including employers

Skills: Transacting

Complete and submit an online form (including personal details) and comply with

data validation. An online form refers to a single page form, used to enter information.
Purposes of online forms

Registrations / applications

Requesting a service

Financial transactions

Booking appointments




e Making an enquiry
e Reporting a problem
e Making an online purchase
Personal details:
e Name
Address
Telephone number
Email address
Payment details
Data validation:
e Automatic computer checks
e Ensures that data is entered correctly
e Instructions for fields given
Methods of data validation:
e Key fields cannot be left blank
e Invalid data check when data does not comply with information required
e Double entry (entering username or password twice for confirmation)
Comply with verification checks to complete an online transaction.
Verification checks carried out to ensure the user has entered their details accurately:
e Typing in a onetime passcode (OTP) to confirm registration or to access a shared folder online
e Entering and confirming email address when registering with a business or organisation
e CAPTCHA
Content area: Being safe and responsible online
Understand the need to stay safe and respect others when using the internet and communicating online.
*Online risks that may result in devices being hacked, or personal data being compromised or stolen:
e Phishing, Pharming, Malware, Shoulder surfing, Unauthorised access, Links in unsolicited emails, messages, and popups
Consequences of not staying safe against risks:
e Devices may be hacked
e Personal data: Compromised, Stolen, Fraud, Identity theft
Respecting others online to:
e Use appropriate language when communicating
e Consider opinions of others
e Behaviour to avoid: Trolling, Offensive behaviour, Harassing other online users
Know simple methods to protect personal information and privacy online.
Personal information is data that can be used to identify an individual, and includes name, date of birth, telephone number, home address, email address, bank details,
photographs.




Methods to protect personal information:
e Look for padlock symbol next to website address (URL)
e Look for ‘https://’ in website address (URL)
e Be careful when sharing personal information: Only share personal data for a specific purpose, minimising use of personal data across online platforms, keep
personal social media profiles private
e Use of strong passwords that are hard to guess
e Not sharing passwords
Methods to protect privacy:
e Keep personal social media profiles private using privacy settings
e Use pseudonyms
e Use screenlock(s)
Set up and use security features (including authentication methods) to access devices and online services.
Security features:
e Strong passwords:
e Use a mix of upper case and lowercase letters, numbers and special characters
e Avoid use of personal data such as own name or date of birth
e Unique and not used to access multiple devices and online services
e Biometrics (fingerprint, facial or voice recognition)
e Pincodes
e Pattern unlock
e Screenlock(s)
Authentication methods:Onetime passcodes (OTP)
e Multifactor authentication (username, password and one of biometrics, OTP or pin code)
e Understand the benefits of using security software to protect against online risks.
Benefits of using security software:
e Antivirus software can prevent, detect or remove viruses, malware and other threats
e Afirewall can prevent unauthorised access to or from private networks
Know of and know how to minimise the effects of physical stresses may result from using devices.
Physical stresses:
e Pain from poorly positioned equipment.
Pain from poor posture.
e Repetitive strain injury (RSI).
e Eye strain.
e Headaches.
Ways to minimise the effects:
e Ensure you are not too close or too far away from the device and peripherals (keyboard, mouse).
e Make sure the screen is at a suitable height and distance.




Use an adjustable chair.

Use wrist supports for peripherals (keyboard, mouse).
Use suitable lighting.

Take regular breaks.




